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Security and the Internet: 
an ongoing struggle?
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Internet
growth
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https://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx



© 2017 SWITCH | 4

Devices connected to the Internet

https://www.statista.com/statistics/471264/iot-number-of-connected-devices-worldwide/
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Internet Crime
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Cybercrime daily (2016)

https://www.mcafee.com/enterprise/en-us/assets/reports/restricted/economic-impact-cybercrime.pdf
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Actors
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Criminals
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Ransomware
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Fake Webshop
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Ebanking trojans
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Hacktivists
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State Sponsored Actors
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Insiders
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http://www.eweek.com/security/research-half-of-enterprises-suffered-insider-attacks-in-last-12-months
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Tactic
Techniques
Procedures
(TTP)
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Phishing

https://www.switch.ch/de/phishing/report-phishing/
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Malware
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Defense
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• Firewalls
• Access Control
• Network Security
• Encryption
• Intrusion Detection
• Incident Response

Information Security
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Cybersecurity 
is a shared 
responsibility
Unknown
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• Backup
• Updates
• Strong Passwords - 2FA
• Get Professional Support
• Stop.Think.Connect.

User Awareness


