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A very diverse environment
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Organizational Entities

Different independent authorities
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End Users

Many different roles

— Administration, researchers,
students, teaching staff, service
providers, etc
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IT Systems in the R&E Sector
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Types of Attacks

Semi-targeted
attacks

Mass internet
attacks
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Mass Internet Attacks

* Opportunistic and Random
* Affect every system on the Internet

* Motivations:
—Because it's possible
— Get (moderately) rich fast
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229 AXIS M1124 Network Camera 6.35.2.3 (2016) ready.

530

Login incerrect.

214-The following commands are implemented.
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229
530
214

USER QuIT

Axis 212@ Network Camera
Login incorrect.

Bad sequence of commands.

Bad sequence of commands.

Axis 2122 Network Camera
Login incorrect.

Bad sequence of commands.
Bad sequence of commands.

PASS SYST HELP PORT PASY LIST
NLST RETR STOR TYPE MKD RMD
CWD SITE coup RNFR

EL
D...

PWD

m Q

RNTO NOOP

2.43 Nov 08 2004 ready.

2.43 Nov 08 2004 ready.

AXIS 227MW Network Camera 4.44.1 (Dec 07 2009) ready

Login incorrect.

The following commands are implemented.

USER QUIT
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RMD DELE PWD
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HTTP/1.1 282 OK
content-type: application/json; charset=UTF-8
content-length: 437

Elastic Indices:
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On 06.07.2018 08:39 the following URL was visited:
http://verindia.tk/one/index.php

OneDrive

To read the document, please choose your email provider below
Login to view shared file.

o

@ Login with Outlook

@ Login with Other Mail

Get to all your files from anywhere on any device, and share them
with anyone. One Drive your shared document in one cloud.




On 06.07.2018 04:32 the following URL was visited:
http://mww.franelasjoey.com/cv/js/Secure/Login-account/index.php

' PayPal

5

PayPal Page Secure

Login to your account

email or

© Your security is our top priority

© 2018 PayPal Privacy Legal Contact Feedback




On 06.07.2018 05:43 the following URL was visited:

http://albinalexandrie.fr/upsa/3-D-Secure-inscription.html?/adacc9a9ff4h296 df3b5bhe2e0a5051f0;

o UBS

Schutzen Sie lhre Karte

° sich jetzt fur 3-D Secure anmelden.

Mehr Sicherheit im Internet: Melden Sie sich jetzt fur 3-D Secure an

N— 0
e R | 0
catenkantonummer [5000] ][] @

[Jlch akzeptiere die Bestimmungen fiir 3-D Secure

H-‘v.‘w ...7

Langue

r Aide

Verified by
VISA

Damit Sie |hre Karte weiterhin sicher und uneingeschrankt im Internet einsetzen kénnen, mussen Sie
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Sextortion

It appears that, *********'s your password. You may not know me and you are probably wondering
why you are getting this e-mail, right? actually, | setup a trojans on the adult videos (porno) web-
site and guess what, you visited this website to have fun (you know very well what What i'm saying
is). Whilst you were watching videos, your internet browser started out operating like a RDP
(Remote Desktop) which provided me accessibility to your screen and web cam. and then, my
computer software obtained your entire contacts from the Messenger, Outlook, Facebook, along
with emails. What did | really do? | produced a double-screen video recording. First part shows the
video you were seeing (you've got a good taste haha . . .), and Second part shows the recording of
your webcam. what exactly should you do? Well, in my opinion, $1300 is a fair price for our little
hidden secret. You will make thegayment by Bitcoin (if you do not know this, search "how to
purchase bitcoin" in Google). BTC Address: 1PVnEqFZivhKce9sVS9SFjZ2bT75fJjNjK (It is case
sensitive, so copy and paste it) Important: You've one day in order to make the payment. (I've a
completely unique pixel in this e-mail, and at this moment | am aware that you have read this email
message). If | do not get the BitCoins, | will certainly send out your video recording to all of your
contacts including family members, colleagues, and so forth. Having said that, if | receive the
payment, I'll destroy the video immidiately. If you'd like evidence, repl?/ with "Yes!" and | will
certainly send out your videos to your 6 contacts. It is a non-negotiable offer, that being said don't
waste my personal time and yours by answering this message.

” ©2018 SWITCH | 17
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Semi-Targeted Attacks

* (Spear-)Phishing
» Motivation:

— Sell Network Access (VPN)

— Gain access to Intellectual
Property (IP) shared exclusively
in the higher education
community

> © 2018 SWITCH | 18



On 10.10.2016 07:56 the following URL was visited: \
https:/imww.cognitoforms.com/Emailedul/University OfFribourg S\/ |TCH

FR UNIVERSITE DE FRIBOURG
. UNIVERSITAT FREIBURG On 10.10.2016 16:07 the following URL was visited:

https://www.cognitoforms.com/Emailedul/University OfZurichuzhch

University of Fribourg

Name/Email

E-email / User

University of Zurich

P@ssccode

Retypep@ssccode

University of Zurich.uzh.ch

Name/Email
Please do not submit passwords through Cognito Forms Cemal/ e
Report Abuse Terms of Service P@ssccode
Retypep@ssccode
@&&ai&wrrorms
Easily create powerful forms. m

Please do not submit passwords through Cognito Forms

Pepont Abuse Terms of Service

@e&paiéwrrorms

Easily create powerful forms.
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Network-dependent access

e Members of ETH Zurich can access electronic resources (e-journals, databases, e-books, etc.) for which a
fee is charged or which are licensed by ETH Library from the sub-networks of ETH Zurich.

e All external users can access resources in the public areas of ETH Library.

Direct access is only possible from the main networks of ETH Zurich (in some cases proxy still
required):

* 129.132.0.0 bis 129.132.255.255
e 82.130.64.0 bis 82.130.127.255

e 192.33.87.0 bis 192.33.110.255
® 195.176.96.0 bis 195.176.127.255

In all other cases, proxy.ethz.ch 7 or Public VPN 7 must be used.

Check whether the IP address for your computer is within the ETH Zurich network structure: Check
your IP address 7

For access via an external provider (ADSL, Cablecom, iPass ') you should also us proxy.ethz.ch or
Public VPN.
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) - ¢ . THZ univ 0335 ; 5 Sci-Hub: removing barr

D@ ht sci-hub.mu c

SCI-HUB

...to remove all barriers in the way of science -

nter URL, PMID / DOI or search string

about ideas community donate
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Targeted Attacks

« Sabotage
* Espionage
« Hacktivism

” ©2018 SWITCH | 23
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Université Paul Valéry de Montpellier : la

salle des serveurs "vandalisée"

ar‘tg et}
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Le fonctionnement informatique de l'université Paul Valéry est "a I'arrét"
aprés le vandalisme de la salle des serveurs mercredi.

La salle des serveurs de I'université Paul Valéry de Montpellier, bloquée depuis mi-
février, a été "vandalisée par un groupe d'individus" mercredi, une action visant a
empécher les étudiants de passer leurs examens, a déploré le ministére. "Le
fonctionnement informatique de l'université est désormais a l'arrét et la connexion
Internet de l'université est suspendue”, a précisé le ministére de I'Enseignement
supérieur dans un communiqué, ajoutant que "des dégats importants sont
malheureusement a déplorer".

"Empécher les étudiants de passer leurs examens". Selon le ministére, "cette
action vise indéniablement a empécher les étudiants de l'université de passer leurs
examens du second semestre". "Il est intolérable qu'un groupe violent détruise le

Selon le ministére, "cette action vise
indéniablement a empécher les
étudiants de l'université de passer
leurs examens du second semestre".

http://www.europe.fr/societe/universite-paul-valery-de-montpellier-la-salle-des-serveurs-
vandalisee-3624359



SWITCH

DDoS Attacks targets Online Exams
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