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Intro Lernstick
https://lernstick.ch

open
personal
huge collection of software
free

closed
institutional
reduced software set
free

customer specific
commercial

Live system for BYOD (no installation, USB boot)

https://lernstick.ch/
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CAMPLA
https://campla.github.io

https://campla.github.io/
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Typical exam environment problems

Attackers only need:

● Criminal energy
● Knowledge
● Opportunities & time
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BYOOS?

● "Bring your own Operating System"?

● Subsequent installation of "exam software"?

● Security can NOT be guaranteed! Operating system

User

Application

Hardware
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BYOH

● "Bring your own Hardware"

● Much higher level of security possible

● Operating system and applications are 
provided by the educational institution

Operating system

User

Application

Hardware
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Security problems of Lernstick EXAM

● Exam system is stored on off-the-shelf 
commodity USB flash drives

● No protection against manipulation!

● PIN locked flash drives?

– expensive

– still no protection against
"fake environments"

– still no protection against temporary 
unauthorized reboots during exam
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Improving security in BYOD exams

How can we trust the system if we cannot trust the user?

→ Trusted Platform Module (TPM)

● Remote system state verification 

→ TPM based Remote Attestation

● Verification of the system boot

→ Secure Boot

● Verification of file integrity

→ dm-verity (Android/Chrome OS)

Required technologies are widely adopted

Credit: https://www.infineon.com/export/sites/default/_images/product/security-
smart-card-solutions/SLI9670.jpg_1006886318.jpg
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Cooperation with Kiel University
(Remote Attestation for Lernstick EXAM)

Dr.-Ing. Sandro Esquivel

Thore Sommer
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Do we REALLY have to do all this?

There is SEB, right?...

Security vs. Simplicity

PCR values UEFI

Secure Boot

Keylime

dm-verity

TPM

Linux

Firmware
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BYOD exam security issues are very real!
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SEB Security Demo
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● Security can not be enforced on the users OS

● Exploits needs to be written only once

SEB issues

public bool IsVirtualMachine()
{
    ... many checks …

    return isVirtualMachine;
}

public bool IsVirtualMachine()
{
    ... many checks …

    return false;
}
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Proposal

● Operating system layer
● Secure base for BYOD exams with laptops
● Minimal environment
● Exam system agnostic

● Application layer
● Sophisticated exam management
● LMS integration (e.g. Moodle)
● Much simpler version than today

(BYOD security is solved by operating system layer)
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