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Oli Schacher & Fabio Greiner
awareness@switch.ch
#eduhubdays22

Making of: «Hack The Hacker»
https://swit.ch/hack-the-hacker
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Livingsecurity 2020: 7 Essential Trends of Human Risk Management For 2021
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LastPass 2020: Psychology of Passwords: The online behavior that’s putting you at risk 
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Gamification vs. Game Design 
https://en.wikipedia.org/wiki/Gamification https://en.wikipedia.org/wiki/Game_design
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Advantage of Game Design in Trainings

Have some fun:
• Positive attitude
• Lasting learning effect through association with positive emotions

Freedom to fail:
• Approach a topic without fear
• Enables creativity
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SWITCH Security Awareness Adventures
Hack

The

Hacker
The escape room

Escape Room

Scavenger Hunt

Dungeons & Dragons
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Escape The Game 
How to Make Puzzle and Escape Rooms

Adam Clare
CreateSpace Independent Publishing Platform 2016

Get the basics
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Katja: Security Awareness, Communication
Jakob: IT-Security, Music
Andreas: IT-Security, Business
Antoine: IT-Security, Programming
Livia: Communication, Marketing
Oli: IT-Security, Games, Escape Rooms

Team building

Tipps:
• Interdisciplinary

• Team competencies 

determine opportunities

• Enthusiasmus is everything!
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Team building
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Workshop

1. Security Awareness in a Escape Room 
a. What is our goal? 

b. Constraints / Requirements 
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Awarenes Topics

Daten Backup USB drives

Malware / Virus

Password security

Dumpster Diving

Phishing Encryption

Ask the expert

Social Engineering
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Guiding theme

Cyber crime scenario 

Ransomware attack
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cyber crime

ransomware

hacker

Inspiration / Color palette
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Start

Goal

Storyline 
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• Logic puzzles
Search for patterns, similarities, … 

• Codes, Crypto
Encrypted text, calculate numbers 

• Combined puzzles
In order to solve puzzle B you need the solution from puzzle A

• Scavenge hunt, path finder
Follow arrows, find path with a map, …

• Teamwork
Someone reads manual while the others execute, press buttons at the same time, …

• Hidden things
Hide clues, sometimes in plain sight…

Puzzles
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Puzzles: Immersion & The awesome moment
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Material
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Finding a room
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Test, adapt, document
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…or are we?

We’re ready to go!
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Running Hack the Hacker

• It's no longer a project, its a service
• We didn't plan, because people have other things to do
• Outsourcing? Security knowledge is important

à Always 2 people (techie/non-techie)
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Running Hack the Hacker

• Intro/Briefing/Teaching 
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Running Hack the Hacker

• Intro/Briefing/Teaching 

• Game
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Running Hack the Hacker

• Intro/Briefing/Teaching 

• Game

T-50 min: Solved puzzle 1
• Tip 1
• Tip 2

T-40 min: Solved puzzle 2
• Tip 1
• Tip 2
• Tip 3

T-25 min / T-10 min: Solved puzzle 3 or 4
Puzzle 3
• Tip 1
• Tip 2
Puzzle 4
• Tip 1
• Tip 2

T-5 min: Solved all the puzzles 
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Running Hack the Hacker

• Intro/Briefing/Teaching 

• Game 

• Debriefing
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Running Hack the Hacker

13:00 Prepare escape room and presentation room
14:00 Welcome the participants and game introduction
14:30 Start of game 
15:30 End of game / Debriefing 
16:00 Reset room and stow material 
16:30 Done

Total time: 3.5h, two people
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Challenge: Time management

Challenge: Participants often want to stay and know more 
à Main goal reached! 
à At the same time difficult, when next group is planned
à Time needed to reset
à Important to have solid learning points implemented
à Focus on the goal
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Challenge: Unforeseen problems
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Challenge: Unforeseen problems
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Challenge: Maintenance

• Software components
• Important objects not available anymore
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Challenge: Marketing

https://swit.ch/hack-the-hacker
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What we can do with Hack The Hacker

• Raise (longterm) interest in security
• Encourage users to deal with IT related topics
• Improve the reputation of the security department
• Improve teamwork
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What we can’t do with Hack The Hacker

• Train a high number of employees in a cost-effective way
• Optimise it to a cost-effective training tool
• Quickly adapt to new topics
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4 Learnings

1 Development is one thing, implementation is another: 
When? Who? How long? How many?

2 What can be broken, will be broken:
Stock of material, adapt budget (Rubik’s Cube!)

3 Don’t forget the time to reset: 
Take time for set up and set down

4 Sweets protect against frustration: 
Celebrate achievements and mark dead ends




