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About Swiss edu-ID 
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and 
keep it forever 

to get 
access to all academic services and 

resources 

Get one key….… 
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AAI AAI AAI AAI 

Identity Management today… 
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Swiss edu-ID 

… Identity Management tomorrow 
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Information flow & control 
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With v1.0 we want to be 
able to 
 
• Register Students 

approaching the end of 
their studies 

• Give them continuing 
access to selected 
resources  

“Swiss edu-ID” version 1.0 
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Student becomes Alumni / external (former) user 
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Inform the User 
- 

User-Interfaces 
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Understand what you are doing … 

10 Source: http://notizblog.org/tag/w3c/ 



© 2015 SWITCH 

1.  Login: How should a parallel login interface for AAI and Swiss 
edu-ID look like?  
 

2.  Terms of use: How to present them? What good 
implementations exist, providing a maximum of transparency 
without overwhelming the user? 
 

3.  User-consent: How should user-consent look like? (e.g. for 
transmission of attributes to a service provider) 
 

4.  Relationship: How to keep in touch with the user? Which 
channels should be used to inform the user and motivate to 
keep identity data up-to-date? 

 Questions 
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Select Registration Method 
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Login page with WAYF 
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Login page with very long WAYF 
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Separate logins for different IdPs 
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Authentication at Service Provider login page 
(Swiss edu-ID login kept separately) 

Login with  
Swiss edu-ID 
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Login page of test instance 
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Terms of use 
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These new terms & conditions 
you’ve drafted are extremely 
long and complex – our users 
are never going to be able to 

understand them…. 

Well done, 
Müller ! 
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you’ve drafted are extremely 
long and complex – our users 
are never going to be able to 

understand them…. 

Well done, 
Müller ! X 



© 2015 SWITCH 

Accept Terms of Use 
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Terms of Use 
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User-consent 

21 



© 2015 SWITCH 

User-consent with AAI 
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Relationship: Keep in touch 
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Source: https://www.flickr.com/photos/winning-information/
2325865367/sizes/m/in/photostream/ 

Reminder 



© 2015 SWITCH 

Edit Account Data 
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Attribute Quality 
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Feedback  
by Café 

Participants 
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Login page 
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Should 
 
•  be responsive / well presented on mobiles 
•  guide user to the right registration method ev. before login page; danger to confuse 

users – also experienced  AAI users -  with selection page) 
•  not be part of the WAYF (but contain clear guidance) 
•  show what login to prefer (why) if there’s a parallel login page for Swiss edu-ID and 

AAI (ev. emphasize one option) 
•  provide fast access to resources (no hurdles, no additional pages or clicks, no delay) 

 
•  - if WAYF is used -  not contain long text as „Wählen Sie die Organisation aus, der Sie 

angehören…“ (better: “I study/work at…”) 
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Terms of use 
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Should provide 
•  large fonts 
•  responsive pages 
•  comfortable page design  
•  clear structure with titles and paragraphs 
•  length of 2-3 pages maximum  
•  version without lingo (may be written by students of law) 
•  summary of most relevant points for the user 
•  links from summary to paragraphs  
•  inviting text, asking user to spend some minutes for reading the terms and explaining 

relevance 
 

•  change announcements by email with highlighting text changes in original and a 
summary 

•  opportunity to receive full terms of use b email after acceptance 
 
Mentioned examples: ello, credit card of postfinance, vodafone, Telecom 
 


